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Electronic payment systems comprise payment SeI‘VICf.'S OVer
the network for goods and services procurf?d. They are mtegFaj
to the completion of e-commerce transactions. Goods can ip.
clude physical items such as books, CDs, garments and elec-
tronic content, while hotel booking, railway /airline reservations,
stock trading, etc. are examples of services offered and pro-
cured over the Internet. Authentication, integrity, authorisation
and confidentiality are the basic security requirements that must
continue to be met when payments are made electronically for
such procurement. .

An electronic payment system consists of the following com-

ponents:

e Buyer

e Seller (merchant)

e Payment gateway
Buyer’s bank (issuer of the payment instrument)
Seller’s bank (acquirer).

When a buyer procures goods or services electronically fro
a merchant, the method of payment could be chosen to be
credit card. Before the merchant agrees to supply the item
the buyer, the merchant looks for the assurance that the p
ment will be fulfilled. A request containing the transact




details 15 sent to the paymeny 8ateway by the merchant. The
fa ym?:lt fjﬁ:’:}z’ ’t n turn, Interacts with the issuer bank o.n the
inanci TK 10 carry out the verificati i
ation. The result is sent
back to the merchant tq €nable the merchant to decide on
whether the goods/ services should be supplied or not

Other payment methods such as
transfer through Internet banking an

!g 18.1 Payment Gateway

Payment gateways handle all the payment operations that are
needed for operating e-commerce sites. The servers on these
sites have to be secured and duly certified by a Certifying Au-
thority. Payment gateways can process multiple payment mecha-
nisms including debit cards and smart cards. Normally, there

are two functions within payment gateway software. Theses
are:

e The authorisation function which performs certification
and issuance of digital identification to the entities that

would be interacting with the payment gateway.
° The settlement function which facilitates the carrying out

of actual inter-bank transactions.

The entire system provides facilities like for_matting,
encrypting and éigital signing of the orders for transferring to
the financial network.

; -- ices are offered by ICICI,

In India, payment gateway services are o ed by
Citibank, Global Telesystems and HDFC Bank These systems
enable the seller to perform real-time credit card autl;wnsanm_
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client software, installed at the client’s end, encrypts transaction
information using 280-bit RSA before passing it through an SSL
pipe using 128-bit encryption. The data is stored at ICICI’s own
data centre, which is secured by firewalls and other network
security infrastructure. Physical access to the data centre is |
restricted by the use of biometrics. The gateway server has been
assigned a server certificate by a certifying authority. ;
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In the business-to-business sector, HDFC Bank’s payment
gateway, EPI, provides real-time transfe.r of funds transact_ed on
the portal. EPI has been successfully implemented by hfteen g
B2B portals such as VSNL, Sifymall, Fabmart, etc.. The entire
operation takes place through a secure cha'nnel realised through
Firewalls, 128-bit encryption and digital signatures.

In the ‘Direct Pay’ mode of payment, online payments are
accepted from clients/customers who are HDFC: Bantk ?cgoupt
holders. The account is 'automatfcally ctedxtgd with tal::

- corresponding transaction améuntmstantaneously Since the
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Ider, the bank takes 4
is an HDFC Bank account ho ‘s identity. HDE
tCI*llleS tS;];FeriZibﬂity of verifying th-e Cufslzjee; viherein tgurchase(s:
Bank’s Direct Pay facility is a banking ¢ count and credited
are debited directly to the customers a; website where the
the account of the establishment (or the

purchases were made).

f a customer is an account holder w1.th HDFC Bank, all be
has{ t?) do is to register for the Netbankmg éf;ill(’ggcfsrélssi Ct;(us
option. Security is facilitated through 128-b{i1 e et
Layer) encryption. The NetBanking detal‘:1 0ti P mer
(customer ID and password) are kept confidential an cannot
be viewed by the merchant.

The Direct Pay process flow involves the following steps:

* The customer browsing on the merchant site, finalises hjs /
her purchase.

e The customer decides to make payments for the transaction
that he/she has finalised.
e The customer selects ‘Debit my HDFC Bank A /C’.
e The customer clicks on the pay button and he/she is
traversed to page to make payments.
e The customer enters his/her Netbanking ID and password.
e The customer then selects the account, from which he/she
wants to make the purchase.
o The customer account with HDFC Bank is debited online
and the transaction is over for the customer.
e The merchant account is credij
amount, less the transaction fee.
e The customer is honour i

ted for the transaction
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a call centre. The bank hag 4 centrali
J enabled. All the services that th
Internet are displayed in g men
and further interaction ig dictate

e bank has permitted on the
U. Any service can be selected
d by the nature of the service.

With the expansion of the Internet, more and more banks
and financial institutions are using the Internet and the Web to
offer an additional channe] for their services as well as to
improve communication with their customers. Convenient and
safe ‘anytime anywhere’ banking can be carried out over the
Internet.

However, new challenges have to be addressed to ensure
that security is not compromised. When one is using online
{ banking systems, it is extremely important for the customer to
} assure himself that the online bank is a legitimate site, preferably

certified by a certifying authority. Customers will be exchanging
personal information in addition to giving out the account
number and the corresponding password in any such online
session. Some websites deliberately use names, which are very
similar to those of reputed organisations and use this tactic to
trick customers into revealing information, which would not

otherwise be divulged.
In India, a number of banks have introduced Internet banking.

While most of them are restricted to information about the
customer’s own account and transactions between different

accounts belonging to the same customer, some banks have
enhanced their services by including funds transfer between

different customers.
The Reserve Bank of India has issued guidelines for Internet
banking, covering:
1 Technology and security standards
2. Legal issues _
3. Regulatory and supervisory issues

.
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Technology and Security Standards .
to define security policies has heah

he use of Public Key Inf.l'aStructure (P
o use of at least 128-bit SSL for ser il

curing browser-to-web serve,
dated.

The need for banks
emphasised. Although t

has been suggested, th
authentication and for se€

communication has been man

Legal Issues
as advocated in the IT Act, 20qg

The asymmetric cryptosystem :
y ded as the security procedure for digity]

has been recommen ]
ating electronic records. Other methods

signatures for authentic BLie
of authentication have been h1ghlighted as a source of legal

risk. The RBI has also warned against the enhanced risk of
liability to customers on account of breach of secrecy, denial of

service, etc. caused by hacking or other attacks.

Regulatory and Supervisory Issues

The following guidelines apply for these issues:

o Internet banking service can only be offered to the account
holder of the bank and only for Indian local currency

products.

o All banks that offer transactional services on the Internet

will do so after obtaining approval from the RBI.

e Any breach or failure of security systems is to be reported

to the RBI.
° 'Inte-.rbank payment gateways can only be set up by th

institutions that are members of the cheque clearing sys

in the country. -

The detailed guidelines issued by the Reserve Bank of
in respect of g
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money can be sent to anyone who has an e-mail address.
Founded in 1998, PayPal was acquired by eBay Inc. in October,
2002. PayPal enables any individual or business with an e-mail
address to send and receive payments online. PayPal’s service
puilds on the existing financial infrastructyre of bank accounts
and credit cards. With 56 million account members worldwide,
payPal is available in 45 countries around the world. Buyers
and sellers on eBay, online retailers, online businesses, as well
as traditional offline businesses are transacting payments on

PayPal.

PayPal is not a payment gateway. Customers of PayPal are
allowed to move money electronically from their bank account
to other PayPal account holders, unlike traditional banks wherein
such transfers require cheques. Account holders can send money
to non-account holders by creating a virtual account attached to
an e-mail address. In PayPal’s model, when the recipient gets a
'you've got cash” e-mail and is directed to go to PayPal’s website,
he has to open an account by filling out a one-screen form
providing his name, phone number and e-mail address. PayPal
then sends e-mail for confirmation following which an account

is created for that customer.

Once the account is opened, the recipient claims the payment.
The payment appears in the recipient’s PayPal account balance.
The recipient can choose to transfer the funds to a bank account,
request a cheque, or send the funds to someone else.

Payments are made digitally and instantly, and can be sent
in US dollars, Canadian dollars, euros, pounds sterling, and
yen. Person-to—person payments were introduced in thirty-six
countries in the European Union (EU) and Asia in the year
2001. The widespread acceptance and convertibility of these
Payments were the key to PayPal’s strategy. Customer service
agents of PayPal, reachable by e-mail or telephone, deal with
CUstomer problems ranging from lost passwords to disputes

OVer payments.
Customers are offered money market returns on their account
ba]'ances as well as instant access to their money. From December
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2000, PayPal began to offer an ATM/debit card co-branded by
MasterCard. Cardholders could convert their PayPal account
balances to cash at an ATM or use the debit

card to pay for
products and services.

In order to make sure that account
being, and not by an automated entj
the Turing Test was devised. Ch
changing chequered background
recognition programs are
characters. The re-entry

possible by humans.

s were opened by a human
ty, a security measure called
aracters are presented on a
so that automated character
unable to correctly identify the
of these characters is therefore only

Customers were encoura
accounts so that the PayP
bank account through the
account and provided 2
rewarded with a bonus of
by a process for which Pay
would randomly deposit

ged by PayPal to register their b’ﬂ*‘k
al account could be funded f:l'fm"a
ACH. A customer who Opflﬂed an




control the account, and that the customer had opened the
account and had been screened by the bank. Once the customer’s
pank account was verified, there was no limit to how much
could be spent from that bank account.

In September 2000, PayPal introduced a payment capability
for wireless devices and cell phones. In this case, the notification
was sent to a wireless device instead of PC-based e-mail. If one

erson wanted to send money to another and they both had
web-enabled cell phones, the sender would access the PayPal
server via the cell phone to carry out the transaction. The
recipient could indicate whether the payment notification should
be sent to the web-enabled cell phone or to the e-mail inbox.

'®_18.4 The Secure Electronic Transaction
' (SET) Protocol

-

The SET protocol was developed by Visa and MasterCard to
provide security for credit card-based payment transactions on
the Internet. Figure 18.4 exhibits the SET protocol.

SET addresses the following business requirements of

confidentiality, integrity, authentication and interoperability:

¢ Confidentiality of payment information and order
information that is transmitted along with the payment
information

e Integrity of all data that is transmitted

* Authentication that a cardholder is a legitimate user of a
branded payment card account

* Authentication that a merchant can accept branded
payment card transactions through his relationship with
an acquiring financial institution ik

* Use of the best practices for security and system design so
as to protect all legitimate parties in an electronic
commerce/payment transaction
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e Independence from transport layer security mechanisms
o Interoperability among software and network providers,

When SET is used for completing an e-commerce transaction,
the entire process can be broken up into the following activities:

The cardholder selects items for procurement.

e The cardholder is presented with an order form containing
the list of items, their prices, and a total price including
shipping, handling and taxes. This order form can be %
obtained from the website of the merchant or can be created
on the cardholder’s computer by special purpose electronic 5
shopping software. 4

e The cardholder selects the means of payment—in this case,
a payment card is selected. .

e The cardholder sends the merchant a completed order form

along with the payment instructions. The order and
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e
o On receiving authorisation, the merchant sends
confirmation of the order. ‘
. The merchant ships the goods or performs the requested
services from the order.
o The merchant requests payment from the cardholder’s

financial institution.

In a SET transaction, the electronic processing begins with
the cardholder. A cardholder uses a payment card that has been
issued by an Issuer. SET ensures that in the cardholder’s
interactions with the merchant, the payment card account
information remains confidential. An issuer is a financial
institution that establishes an account for a cardholder and issues-

the payment card. The issuer guarantees payment for authorised

transactions using the payment card in accordance with payment
card brand regulations and local legislation. Merchants offer
goods for sale or provide services in exchange for payment.
With SET, a merchant can offer his cardholders secure electronic
interactions. A merchant who accepts payment cards must have
a relationship with an acquirer—the financial institution that
establishes an account with a merchant and processes payment
card authorisations and payments. The payment gateway is
operated by an acquirer or a designated third party which
processes merchant payment messages, including payment

instructions from cardholders.




